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Phishing is the most common attack on
nonprofits!

INCIDENT TYPE LOUNTOF ~  pounT OF SAMPLE | pyprtalk SAMILE
INCIDENTS EXPERIENCE INCIDENT
1. Email Phishing 140 41 26%
. 2. Malware 54 39 25%
3. Account Compromise 20 18 12%
4. Business Email Compromise 14 13 8%
5. Wire fraud 3 3 2%
6. Virus 1 1 1%
7. Advanced Persistent Threat 1 1 1%
8. Supply Chain o] o] 0%
9. Ransomware o} 0 0%
Grand Total 233 116 50%

@ Top 10 incident types from Community IT’s 2018 Non-profit Cybersecurity Incidents Report
https://www.communityit.com/wp-content/uploads/2019/03/NonprofitCybersecuritylncidentReport.pdf



https://www.communityit.com/wp-content/uploads/2019/03/NonprofitCybersecurityIncidentReport.pdf

Solutions: Learn to identify
phishing & email scam attempts

ddf



What is phishing?

Phishing is the fraudulent attempt to obtain sensitive information such
as usernames, passwords and credit card details by disguising as a
trustworthy entity in an electronic communication.

Phishing can also tempt you to download and install malware.

Source: Wikipedia
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What are phishing email scams?

Phishing can also simply try to get money or assets by disguising as a
trustworthy entity in an electronic communication.

For email scams, the attacker doesn’'t even want or need your password!

Often, they just try to pretend to be your boss or someone offering you an
opportunity.

-



Why do people phish?

To get your password

To get your money

To get confidential information

To get you to execute code or download malware on your computer



Why does phishing work?
Phishers capitalize on our:

Urge to be polite

Urge to be helpful

Fear of being embarrassed
Panic about urgent messages

+ The only way to truly prevent it is to double check everything in
another communication channel. We're too busy for that!!



Examples of phishing:
You may have experienced these already!
No shame

Remember, people phish because it works, and it
works because we're busy people who want to help
people who contact us!
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The fake boss gift card scam

From: | ]
Date: Tue, Jul 14, 2020 at 6:12 AM

Subject: Urgent

To:
CC

HI ]
Visualizing my inner self-thinking of someone in the office who might be wonderful and

honesty to run a personal errand for me. Imaging your accomplishments I pictured you.
Kindly send me your cell and wait for my instructions.

Thanks




If you open on mobile, you won't see

Display name set to boss’s name the real (random) email address

X

From: [ ) <ashh&mm&ﬂ.@zmaﬂ.mm>
Sent: Monday, July 20, 2020 9:05 AM

To: | ]
Subject: INSTANT ASAP!!!

Hi Megan,
Would it be possible for you to complete a task for me before this conference ends ?
Please give me your personal number.

Thanks,

w Sent from my iPhone.




Next step in the scam (if you take the bait)

From:

To:

Subject: RE: Vice President of_ Task
Date: Tuesday, November 6, 2018 11:43:21 AM

OK! This 1s what I need is AMAZON GIFT CARDS OR GOOGLE PLAY GIFT CARDS of
$100 or $200 face value. I need 20 of Each card. That's $100 X 20 = $2000. Scratch the back
out and Email me the codes or pictures of the codes. Let me know how soon you can get this

done.

Regards
Sent from my iPhone



How do the scammers do this?

e Use data from LinkedIn (breach or current profiles) or emails &
organization structure scraped from welbsite to figure out who is the

boss & who reports to them

e Get an email & pretend to be the boss!

o Make a new free email account with boss’'s name
o Oruse an email from a breach list and change the display name to the boss'’s

name



Remember those password breaches?

e They can be used to create pretty scary phishing scams!



[i] Delete Notjunk v Block

| know everything - proof

This message was identified as spam. We'll delete it after 9 days. It's not spam

<
Sun 4/28/2019 12:35 AM S B S

You ¥

Hi!

I know that: DIMERId - is your password!

Also as you may have noticed, | sent this email from your email account (if you didn’t see, check the from Sender email ID.)
I infected you with my private malware, RAT, (Remote Administration Tool) some time ago.

The malware gave me full access and control over your computer, meaning, | got access to all your accounts and | can see everything on your screen,
even turn on your camera or microphone and you won't even notice about it.

I made a video showing both you (through your webcam) and the video you were watching (on the screen) while statisfying yourself!

I can send this video to all your contacts (email, social network)!



This is a scam! How did they do it?

They got your email &
password from a
breach list

They use software to
spoof your email
address (make it look
like they are sending
from your email
address) or just change
the display name of a
random email address

HACKER
BLACKMALIL
WHO CRACKED
YOUR EMAIL
SCAM

0110100101001010110+- =
01101010 NAME ADRES.
01101001010010101101001v.
01101010101101010110101101
1101001001
0110100101001010000 ot



http://www.youtube.com/watch?v=VHWPSIOjJNU

gl

Phishing for Passwords o

e Email will pretend to be from a
service you use, and lead you
to a fake login page

Mustafa Al-Bassam ¢ yas - Sep 9, 2
Quick phishing demo. Would you faII for somethlng like this?

Gmail - Chromium

VAG

https://accounts.google.com.secure.computer.shop

Google

0:02 | 485.1K views




Phishing to add malware to your device

Email will
try to
convince
you to
download
something

i =, Mon 8/8/2016 6:50 PM

N

- — )
P I - vital-travel.com

¢ ! order
o [ -

0 We removed extra line breaks from this message.

Message - order_.docx (117 KB)

Hello,

Enclosed file contains all the necessary information and order in our website:
http://revital-travel.com/order.doc
Click on edit anyway at the top of the page and than double click to unlock content

We are looking forward to hearing from you.
Frank Johnson
Revital-Travel Ltd.

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/



https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/

Not just emails: phishing texts, DMs, phone
calls...

ol VZW Wi-Fi & 2:25 PM @ 0 42% ™ )

{© (401) 210-2038 >

Text Message

Today 219 PM “This confidential message is to inform

you that you have a legal matter

pending to be filed against you within
the next 24 hours. You must call [PHONE
NUMBER] and reference Case Number
[FAKE CASE NUMBER].”

Hi Amanda, this is your
delivery man. | was at
your home earlier, but
noone was at home.
Confirm now: http://
8xuwaijt.top/jpwbxw

The sender is not in your contact list.

Report Message

oo



On the phone, the pressure
to act quickly & be helpful
can be even stronger!



We're going to walk through how you can identify
phishing emails, but remember the only surefire
way to prevent phishing from being successful is
to double check everything (outside of email). But
you can save time (and not have to double check!)
by recognizing a scam right away.

To further muddy the waters: Some legitimate emails will

have these red flags. But it never hurts to double check
those too!



Signs of Phishing

Links

From: YourCEO@yourorganization.com
) T0: You@yourorganization.com

Date: Monday December 12, 2016 3:00 AM 4

Subject: My money got stolen 4

Hi, I'm on vacation in London and my money and passport were
stolen out of my bag. Could you wire me $300 via Bank of America?
They gave me a special link so this goes right into my account and

| can buy a ticket home

hitp://www. bankofarneri

Thanks so much ] This reglly helps me out!

Your CEO

1

1

1 1 1 1

From KnowBe4 “Social Engineering Red Flags”

Date
Subject

content

Attachments



From: Red Flags

Don’t recognize the contact
Not work related, but sent to work email (or vice versa)
From same domain or a known contact but content is unusual

Domain is odd (has extra characters, spaces, or doesn’'t match what
the contact claims - like, micorsoft.com)

Embedded link or attachment fromm someone you don’t regularly
communicate with or weren’'t expecting to hear from



YE AN | L@ L& P . 10 orieNote = mm 2 [) Related ~ s

« Dewis  Reply Raply Forwed N Muwk Categosize Foliow  Tearnlale | Zoom
&5 onk All T More - v PPActons®  {niend . Up v v b Select +
Dwlete ﬂf\nrlm _— T Tagn ) Eatng loon

Thu 1I0/1/2017 6:17 AW
Alerts@tdbank.com <mobile@mansoft.com>
Account Suspended

o ¥ thare sre peoblems with how this message s dupleyed, Chick here Lo view it in & web Browser,

Note that on a mobile phone,
only the first item will display!



To: Red Flags

e You dre cc’'ed along with people you don’t know

e You are cc'ed with an odd group of people - like, everyone who
shares the first letter of your name



Hyperlinks: Red Flags

e Hovering over the hyperlink reveals an address that doesn't match
what is displayed

e Hyperlinks are out of context or make up the whole email

e Hyperlink is misspelled - as in the example,
www.bankofarnerica.com — the “m” is really two characters — “r”
and “n.”

stolen out of my bag. Could you wire me $300 via Bank of America?
They gave me a special link so this goes right into my account and
| can buy a ticket home: o,

hitp.//www . bankofarneriga.com

Thanks so much ] This redlly helps me out! | - GI




Hyperlink rule of thumb:

Never log into an account from a link sent to you in an email or text!

Instead, open a fresh tab or window, go directly to the site, and login
from there.



Hyperlinks: Trash before slash!

e The cybercriminal can buy a new
domain that mimics a real one,
for example:

www.google.com.info/login
spotify.com.home/favorite

bqnkofqmerica.us.com.webqpp/

& '5'77.
l.l
«5



¢\ @’ Mustafa Al-Bassam ( albas 2018 : Mustafa Al-Bassam @mu
- Quick phishing demo. Would you fall for somethmg like this? - Quick phishing demo. Wniild vinus £all £nr Mmafhmn like this?

Gmail - Chromium v A ° Gmail - Chromium

accounts.google.com..

Google

#/popup-phishing-demo/demo.

0:02 | 485.1K views




Hyperlinks: there's another link in the link!

Google <no-reply@google.support>

O mel~

upport=

Google <no-reply@google.s
to mel~

Government-backed attackers may be trying to steal your password

There's a chance this is a false alarm, but we believe we detected government-backed attackers trying to steal your password. This happens to
less then 0.1% of all Gmail users. We can't reveal what tipped us off because the attackers will take note and change their tactics, but if they are
successful at some point they could access your data or take other actions using your account. To further improve your security, based on your
current settings, we recommend:

Change password

https:/google.com/amp/tinyurl.com/y7u8ewlr

oy https:/google.com/amp/tinyurl.com/y7u8ewir




Subject: Red Flags

Is the subject line unrelated to the email?

Is the subject line misspelled?

Does it convey an urgent event that is out of context for that sender?
Does it start with RE: but you've never talked to that person or about
that topic before?

e Isit aforwarded (FW:) email you aren’t expecting or from someone
you don't know?



Attachments: Red Flags

Unless you expected an attachment, an
attachment is always a red flag!!

e Does the attachment file type make sense in relation to the email?
e Are you instructed to enable editing or otherwise take action with the
document?



Attachment: instruction to unlock content

Mon 8/8/2016 6:50 PM

B © cvital-travel.com

order

o I - I

0 We removed extra line breaks from this message.

‘Message (5 order_.docx (117 KB)

Hello,

Enclosed file contains all the necessary information and order in our website:
http://revital-travel.com/order.doc
Click on edit anyway at the top of the page and than double click to unlock content

We are looking forward to hearing from you.
Frank Johnson
Revital-Travel Ltd.

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/


https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/

Attachments: Example
Phish Fry

On or around March 27 of last year, an employee at a Red Robin Gourmet
Burgers and Brews received an email from ray.donovan84@yahoo.com. The
note complained about a recent experience; it urged the recipient to open the
attachment for further details. They did. Within days, Fin7 had mapped Red
Robin’s internal network. Within a week, it had obtained a username and
password for the restaurant’s point-of-sale software management tool. And
inside of two weeks, a Fin7 member allegedly uploaded a file containing
hundreds of usernames and passwords for 798 Red Robin locations, along
with “network information, telephone communications, and locations of

alarm panels within restaurants,” according to the DoJ.



Content: Red Flags

Does the email threaten negative consequences?

Does the email promise a reward or monetary gain?

Is grammar and spelling off?

Does the sender ask you to click a link or open an attachment?
What does your gut say?

Does the email ask you to look at something compromising or
embarrassing?



What other clues have you used to identify
phishing or scam emails?

e [take live notes here]



What to do if you suspect phishing:

The next few slides contain screenshots of a security researcher who
suspects his mother has received a phishing email. He walks through a
few steps to verify if the email is real!



What to do if you suspect phishing:

{ ,ﬂ‘% Vess
¥ @VessOnSecurity
o |

My mom: | got the monthly bill from the mobile provider.
But | can't openit.

Me: Why not?

Mom: It's in a ZIP file protected with a password.

Me *confidently*: Oh, this is a common trick. Scammers
send malware like this to bypass e-mail gateway
scanners.

Mom: Take a look.

10:40 AM - Aug 6, 2020 -




e

WS

Vess @VessOnSecurity - Aug 6

Replying to

So, | do. E-mail headers look perfectly OK. It really does seem to come
from the mobile provider. Is this some trick | don't know?

The message addresses me correctly by name. OK, maybe they got it
from somewhere.

Message says ZIP's encrypted with a password to protect data.

179
a4/ 7z



ﬂ{ ) Vess @VessOnSecurity - Aug 6
=

i Password is my date of birth, YYMMDD. OK, that's not hard to find, either.
But if this is an attack, it's a heII of a targeted one...

But you can see what's in the ZIP archive without entering a password;

archive directory is not encrypted. It's a PDF file.




=

4,} Vess

‘o' 1 ~

W @VessOnSecurity
. 4

So, taking all precautions, | open the PDF file in the virtual
machine with no Internet connection.

IT'S THE FL@(I!IG MONTHLY BILL!!!

It's not an attack. The idiots have sent the bill exactly as
the scammers do!

*That* is why we can't end phishing...

10:44 AM - Aug 6, 2020 -




Vess @VessOnSecurity - Aug 7
» They basically answered that "this is how we're doing it now", which is not
surprising; customer service has no authority to make such decisions.

But look at the sender address.

ARE YOU FU %It KIDDING ME?!




Moral of the story:

This stuff is hard &
confusing, even for

experts!



We'll never be able to detect
every phishing email, unless we
verify every single email we
receive.



Prevent phishing:

Change norms: Reaching out to a peer organization or colleague to
confirm the email is both appropriate and effective.

Keep your email private.
o Spear phishers scrape emails from websites so keep your email off your website,
workplace’s website, and social media accounts.

If you get an email or text asking you to log in to a site, don’t click the
link! Open a new tab and log in directly on the site.

Slow down!

Trust your gut.

Learn to recognize the signs and always double check for them...



If you suspect phishing

e DO NOT CLICK!

Do not click on links!

Do not open attachments!

Do not enable editing!

If you haven't already, don't open the email!

o Ifit's (supposedly) from someone you know:
o Text or call to verify

e If it's from someone you don’t know:
o Forward it to a manager, security, or IT support person at work!

O O O O



If you do click and realize something is
wrong...

e Tell someone else at your organization immediately!
o Evenifitlooks like nothing bad happened, attackers can be carrying out malicious
activity in the background like...
m  Sending spam emails from your account
m Reading/monitoring your email
m Changing details on your account

e Monitor your account’s activity
o Check the access logs
o Check sent & deleted messages
o Check for forwarding rules

e Change your password!

D



Key takeaway:

If an email is requesting money, asking you
to open an attachment, or click a link, slow
down & verify the authenticity!



