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Understanding the Internet
 in 5 Minutes



The internet is not a cloud...it’s cables & 
computers

Source: https://www.youtube.com/watch?v=ts7v5dkQs_w

https://www.youtube.com/watch?v=ts7v5dkQs_w


The internet is a bunch of computers talking 
to other computers, and those computers 
are (mostly) owned by companies.



“The Cloud” is someone else’s servers. 

(Servers are just a kind of computer.)

What’s “The Cloud?” 



These are some of those computers:



Lots of actors want our information!

Image credit: Electronic Frontier Foundation



What they control:

● Security of our data in 
transit

● Security of our data 
storage

● What and how they share 
our data with other 
services, or entities

The responsibility of blocking those actors is 
shared between platforms and users

What we control:

● Our login
● What and how we share 

with other services
● What and how we share 

with other users
● Our devices we use to 

access those platforms



What’s surveillance & who is 
surveilling us?
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Why do we care about surveillance?
From Lucy Parsons Lab: 

Even if you "aren't doing anything 
wrong", surveillance alters people's 
state of mind.

Similar to the state you enter when 
there's a police cruiser behind you.



Biased Algorithms Built by Biased People in 
an Oppressive Society!

Coded Bias 
film by Joy 
Buolamwini 



Surveillance is dangerous when it’s 
inaccurate and scary if it’s accurate!

https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html



From Robot-Hugs.com & Everyday Feminism, http://www.robot-hugs.com/privacy/
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http://www.robot-hugs.com/privacy/


Surveillance techniques are tested on 
already oppressed communities.
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Non-profits are monitored even if we aren’t 
doing anything “wrong”. 
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A student volunteer was 
recruiting lawyers who might 
be willing to provide 
representation to protestors 
who were arrested while 
exercising First Amendment 
rights



One of the lawyers the student 
contacted sent this letter to 
local law enforcement, 
accusing the student of being 
a “terrorist”.



https://theintercept.com/2020/07/15/blueleaks-anonymous-ddo
s-law-enforcement-hack/

As reported below in the Intercept, the local DA’s office logged this 
ludicrous report as potentially legitimate, and the student’s name was 
logged in the regional intelligence center database.



We experience an immense amount of data 
and surveillance - we can’t possibly cover it 
all. 



What state surveillance exists near you?

Navigate to https://atlasofsurveillance.org/

https://atlasofsurveillance.org/


So...what can we do?



Take control of what affects you!

Best practices 
for everyone

Practices 
specific to your 
risks
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Context is key!
Pregnant 

person seeking 
to self-manage 

an abortion

Volunteer in 
local mutual 

aid group

Activist 
participating 
in a protest

Storyteller 
sharing your 
experience 

online

Your threat 
model

What type of work are you 
doing?

This affects the type of 
threat you’ll face.

Abortion 
clinic staff



Axis of risk: Surveillance

Severity 
of 

incident

Likelihood of incident

A client receives 
targeted ads after 
browsing your website

Your data is 
in a 
geofence 
warrant

Biased 
algorithms 
falsely identify 
you or your 
organization as 
a threat

High

High
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Your clients’ 
photos in a facial 
recognition 
database



Context is key!

Economic 
security

Gender or 
sexual 

orientation

Race

Immigration 
status

Your threat 
model

What about your identity 
affects how you move 
through the world?

This can affect how 
severe impact of a 
threat will be.

Survivor of 
domestic 
violence



Axis of risk: Surveillance

Severity 
of 

incident

Likelihood of incident

A client receives 
targeted ads after 
browsing your website

Your data is 
in a 
geofence 
warrant

Biased 
algorithms 
falsely identify 
you or your 
organization as 
a threat

High

High
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Your clients’ 
photos in a facial 
recognition 
database



Does your organization contribute 
to surveillance? 
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People bring their (negative) experiences 
with surveillance to their interactions with 
your organization. 
● Do people you work with understand how you got their information? 
● Are you able to explain to the people you work with why you collect 

the information you do? 
● Could the information you store about people be dangerous if it fell 

into the wrong hands? 



Solutions: Encryption
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What platforms control:

● Security of our data in 
transit

● Security of our data 
storage

● What and how they share 
our data with other 
services, or entities

Platforms choose what encryption protocols 
they use to protect our data.

What we control:

● Our login
● What and how we share 

with other services
● What and how we share 

with other users
● Our devices we use to 

access those platforms



Source: 
ProtonMail



Encrypt Your Messages
This keeps your communications out of the eyes of your phone carrier 
and protects from surveillance by bad actors!
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Encryption protects your information as it 
travels from computer to computer
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● Only the people or computers with the encryption keys can read it

Image credit: Electronic Frontier Foundation



We can choose platforms that encrypt our 
data.
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When data is encrypted, only the people with the encryption key can 
read it! 

There are two main ways that companies can encrypt our data:

● In transit & at rest
● End-to-end



End-to-end encryption

● Aka “zero knowledge” 
● You own the keys!
● The company cannot see 

your data

Examples: Signal, Tresorit, 
Protonmail

● The company owns the keys
● Company can see your data 

if they want to or if they are 
asked to show it (for 
example, when you call 
customer service or if they 
get a subpoena)

Examples: Snapchat, Wufoo, 
Gmail

In transit/at rest



Encryption in transit & at rest

Slack, Snapchat, Gmail...
● Data encrypted in transit and at rest, but not end-to-end
● This means records can be subpeona-ed, but not 

intercepted by an unauthorized party
● The company holds the encryption keys



End-to-End Encryption (E2EE)

Signal
● Messaging app
● End-to-end encryption on 

open source protocol
● Doesn’t log metadata
● Disappearing messages 

feature
● Sign up with phone number
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ProtonMail
● Email provider
● End-to-end encryption on 

open source protocol
● Doesn’t log metadata
● Sign up with username & 

password
● Subject lines are not E2EE



End-to-end encryption doesn’t guarantee total 
security!

WhatsApp
● End-to-end encryption 

on Signal protocol
● Owned by Facebook
● Very popular
● Collects metadata
● Can store unencrypted 

chat backups
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iMessage
● End-to-end encryption 
● Owned by Apple
● Collects metadata
● If you backup to iCloud, 

Apple can access those 
unencrypted chat 
backups

Both WhatsApp & 
iMessage use 
end-to-end encryption 
for chat messages, but 
collect metadata & 
backups that are NOT 
protected with E2EE





Encrypt your internet traffic



Encrypt your internet traffic

Credit: IPVanish



● iPhones & newer Androids encrypted by default with passcode or PIN

Encrypt Your Devices

...this makes a strong 
passcode important!!
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Remember: 
encryption does 
not mean you 
are 100% 
anonymous or 
secure!
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Safety
● Usually for people
● Depends on relationships
● Relies on trust and respect

Ex: Knowing the person 
getting your Signal message 
is a trusted comrade

● Usually for property or data
● Depends on the technology 

& using it correctly

Ex: Knowing the message you 
send via Signal is protected with 
end-to-end encryption

Security

Encryption doesn’t protect against all threats



“Encryption is love.”
-@cyberdoula



FYI: Keep an eye on legislation that seeks to 
make end-to-end encryption illegal. 
In 2020, we kept an eye on the EARN IT Act and the Lawful 
Access to Encrypted Data Act. To stay up to date on that 
legislation and future bills, follow these groups:

● The Electronic Frontier Foundation (@EFF)
● Hacking/Hustling (@hackinghustling)
● Access Now (@accessnow)


