
My Account Was Included in a Data Breach: What 
Do I Do?  
 
At least once a month, we get news that another company has been the victim of a data breach. 
You had signed up for an account with this company, trusting them with your username and 
password; maybe you even had your address or credit card number saved with your account as 
well. And now that data is in the hands of an attacker, who might use it for their own nefarious 
purposes or share it publicly on the dark web for other cybercriminals to use. That’s the bad 
news.  
 
The good news? You can protect yourself and keep your accounts secure, even after your 
information is included in a data breach! 
 
TLDR; Now is a good time to change passwords, ensure that your passwords are both 
strong and unique, start using a password manager if you do not already, and start using 
two-factor-authentication to protect your important accounts. Keep reading to learn why, 
what, and how. 

How can I find out if I’ve been affected? 

There’s a great site called ​“have I been pwned?”​ which aggregates the contents of data 
breaches so that you can check if any accounts associated with your email address have been 
compromised. 

So head over to ​https://haveibeenpwned.com/​ and enter in your email address. If any accounts 
under that email address were compromised, it will let you know “Oh no — pwned!” and provide 
you with a list of the breaches in which your email address was included along with additional 
information about each of those breaches. 

Even if you weren’t included in this breach, we encourage you to read on to learn more about 
some security best practices. 

So your account was included in a breach… what now? 

Being included in a breach might sound scary — but don’t panic! 
 
There are some simple steps that you can take to increase your security and ensure that 
even though you got pwned, you don’t get hacked. 

 

https://haveibeenpwned.com/
https://haveibeenpwned.com/


But first, let’s take a moment to understand the actual threat here. Your email address is one 
among millions, billions. How concerned do you need to be? To answer that question, let’s 
examine… 

How do attackers use breach data? 

Attackers use account and personal data released in these types of breaches to attempt to gain 
access to other user accounts. For instance if your LinkedIn email address and password were 
leaked, it’s not only your LinkedIn account that could be compromised. If you use that same 
email and password for your bank account or any other account, an attacker could gain access 
to that using your stolen LinkedIn credentials. This type of attack — attempting to log into a 
variety of accounts using leaked email/password pairs — is called “​credential stuffing​”. That’s 
why it’s really important to ensure that you use a different password for each account. 

Even if your password data was not included in the breach, attackers can do similar guesswork 
by attempting to log into various websites using your email address combined with the most 
common passwords from other breaches that may not have even included your accounts. 
Attackers typically aren’t going through these email/password combinations one by one. They 
use bots and computing power to mass attempt log in with usernames and passwords in bulk 
across a variety of sites. That’s why it’s important to use strong passwords that are difficult for 
both humans and computers to guess. 

So the first step in making sure this breach doesn’t result in you 
getting hacked: change your passwords for all accounts under 
your “pwned” email address to strong and unique passwords. 

When changing passwords, be sure to use unique passwords for each account. You might be 
wondering how in the world you’ll be able to remember all those passwords. The good thing is 
that you don’t have to remember each and every one of these. Let technology do the 
remembering for you and use a password manager. If you already use a password manager, 
great! If you don’t, two reliable ones are ​Lastpass​ and ​1Password​. Password managers allow 
you to only remember one secure password! You can then securely store, share, and change 
your other passwords. Some of these services even have password generators that take the 
thinking out of creating a strong password. 

 

https://www.owasp.org/index.php/Credential_stuffing
https://www.lastpass.com/
https://1password.com/


Why password strength matters 

 

Length of time it would take a computer to guess a variety of passwords. 

Aside from being unique per account, your newly changed password should be longer than 
eight characters and include a variety of different characters. A strong password will not contain 
any easily guessable items like your birthday, names of pets or family members, etc. Not 
including personal data in your password protects it from being guessed by a human. To ensure 
that your password will also be difficult for a computer to guess, you can use 
https://howsecureismypassword.net/​. This service calculates how long it would take a computer 
to guess or ‘crack’ your password by ‘​brute force​’ attack (attempting permutations of character 
combinations until log in works). 

This isn’t the only way people can use computing power to try to crack your password. They can 
also set up bots to check the ​top 10,000 passwords​ – which is why we wouldn’t recommend 
using ‘P@ssword!’, even though it’s better than ‘password’. Bots can also run a ​dictionary 
attack​, where they try every word in the dictionary, so a password that combines multiple words 
will always be your best bet. 

 

https://howsecureismypassword.net/
https://www.owasp.org/index.php/Brute_force_attack
https://en.wikipedia.org/wiki/Wikipedia:10,000_most_common_passwords
https://www.hacksplaining.com/glossary/dictionary-attacks
https://www.hacksplaining.com/glossary/dictionary-attacks


 

Strong, unique password? Check! 

Great, so you’ve changed all your passwords to super strong, super unique passphrases of 
beauty that would be practically impossible for an attacker to guess by brute force… but you 
forgot to change one account. 

Let’s say the worst case scenario occurs, and attackers are able to correctly guess the 
email/password combination to gain access to that one account you forgot to update. 

Is all hope lost? Are you doomed? Now do we panic? Not so fast! If you have two-factor 
authentication enabled for your account, your password is not enough information to get into 
your account, so your account will be protected. 

 



Step two in ensuring this breach doesn’t result in you getting 
hacked:  enable two-factor authentication on all accounts. 

Two-factor authentication (2FA) essentially means that your email + password are not the sole 
line of defense to your account. The two factors we like to use are “something you know,” (your 
password) and “something you have.” With 2FA, your phone (or a physical key such as a 
yubikey​) can be the “something you have” used to verify that it’s actually you who’s signing into 
your account. 

In the scenario above, instead of an attacker getting into your account, you’d receive a text 
message with a code to continue logging into your account. This would alert you to the fact that 
somebody else was trying to gain access to your account and knows your password. 

How can I be notified if I’m affected by future breaches? 

Sign up for email alerts from ​“have I been pwned?”​ ! In the event of any future breaches, you’d 
receive an email like the one below: 

 

 

https://www.yubico.com/
https://haveibeenpwned.com/


Take a moment to pat yourself on the back for learning how to secure your accounts! If you are 
able to take the above steps, you’ll be in great shape to deal with any fallout from the current 
breach as well as prepared to take on future breaches. The threat of data breaches isn’t going 
away, but with a little bit of preparation, you can sit back and relax, just like this cute sloth in a 
hammock. 

 

Sloth who uses strong, unique passwords, a password manager, and 2FA on all accounts. 

 
If you’re an abortion access organization and you have further questions 
or concerns about third party data breaches and what they mean for 
your organization, please send us a note on our ​contact page​. We’re 
here to help! 

 

 

https://digitaldefensefund.org/contact/

