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Phishing is the most common attack on 
nonprofits!

Top 10 incident types from Community IT’s 2018 Non-profit Cybersecurity Incidents Report  
https://www.communityit.com/wp-content/uploads/2019/03/NonprofitCybersecurityIncidentReport.pdf 

https://www.communityit.com/wp-content/uploads/2019/03/NonprofitCybersecurityIncidentReport.pdf


Solutions: Learn to identify 
phishing & email scam attempts



What is phishing?
Phishing is the fraudulent attempt to obtain sensitive information such 
as usernames, passwords and credit card details by disguising as a 
trustworthy entity in an electronic communication.

Phishing can also tempt you to download and install malware. 

Source: Wikipedia



What are phishing email scams?
Phishing can also simply try to get money or assets by disguising as a 
trustworthy entity in an electronic communication. 

For email scams, the attacker doesn’t even want or need your password! 
Often, they just try to pretend to be your boss or someone offering you an 
opportunity. 



Why do people phish?
● To get your password
● To get your money
● To get confidential information
● To get you to execute code or download malware on your computer



Why does phishing work?
Phishers capitalize on our: 

● Urge to be polite 
● Urge to be helpful 
● Fear of being embarrassed 
● Panic about urgent messages

+ The only way to truly prevent it is to double check everything in 
another communication channel. We’re too busy for that!!



Examples of phishing:
You may have experienced these already!

No shame

☝ Remember, people phish because it works, and it 
works because we’re busy people who want to help 
people who contact us!



The fake boss gift card scam



Display name set to boss’s name If you open on mobile, you won’t see 
the real (random) email address



Next step in the scam (if you take the bait)



How do the scammers do this?
● Use data from LinkedIn (breach or current profiles) or emails & 

organization structure scraped from website to figure out who is the 
boss & who reports to them

● Get an email & pretend to be the boss!
○ Make a new free email account with boss’s name
○ Or use an email from a breach list and change the display name to the boss’s 

name
● This scam is becoming more common over SMS as well!

○ Scammers find phone number data online (data aggregators) or in breach data



Breach lists with emails & passwords can be 
used for scams!
● Breach lists of usernames, emails, and passwords become available 

when a website or company doesn’t adequately protect their user 
information database and a cybercriminal hacks the company and 
steals this data

● Scammers can use your email & password to try to hack your 
accounts, but also for scams

● If you don’t realize your password is out there (check if it is at 
www.haveibeenpwned.com!), this can be really disconcerting

http://www.haveibeenpwned.com




This is a scam! How did they do it?
● They got your email & 

password from a 
breach list

● They use software to 
spoof your email 
address (make it look 
like they are sending 
from your email 
address) or just change 
the display name of a 
random email address

http://www.youtube.com/watch?v=VHWPSIOjJNU


Password breaches can also be used to 
access accounts.
Once the attacker gains access to an email account, they can send 
scam attempts to all of the contacts associated with that account. 



Gift card scam: after they hack an email



If you respond...



Phishing for Passwords
● Email will pretend to be from a 

service you use, and lead you 
to a fake login page



Phishing to add malware to your device

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/

● Email will 
try to 
convince 
you to 
download 
something

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/


Not just emails: phishing texts, DMs, phone 
calls...

“This confidential message is to inform 
you that you have a legal matter 
pending to be filed against you within 
the next 24 hours. You must call [PHONE 
NUMBER] and reference Case Number 
[FAKE CASE NUMBER].”



Facebook messages:



On the phone & social media, 
the pressure to act quickly & 
be helpful can be even 
stronger!



We’re going to walk through how you can identify 
phishing emails, but remember the only surefire 
way to prevent phishing from being successful is 
to double check everything (outside of email). But 
you can save time (and not have to double check!) 
by recognizing a scam right away. 
 
To further muddy the waters: Some legitimate emails will 
have these red flags. But it never hurts to double check 
those too! 



Signs of Phishing

From KnowBe4 “Social Engineering Red Flags”

From

To Date
Subject

Attachments

Links Content



From: Red Flags 
● Don’t recognize the contact

● Not work related, but sent to work email (or vice versa)

● From same domain or a known contact but content is unusual

● Domain is odd (has extra characters, spaces, or doesn’t match what 
the contact claims - like, micorsoft.com)

● Embedded link or attachment from someone you don’t regularly 
communicate with or weren’t expecting to hear from



Note that on a mobile phone, 
only the first item will display!



From: Red Flags



To: Red Flags 
● You are cc’ed along with people you don’t know

● You are cc’ed with an odd group of people - like, everyone who 
shares the first letter of your name

 



Hyperlinks: Red Flags
● Hovering over the hyperlink reveals an address that doesn’t match 

what is displayed
● Hyperlinks are out of context or make up the whole email
● Hyperlink is misspelled - as in the example, 

www.bankofarnerica.com — the “m” is really two characters — “r” 
and “n.” 

 



Hyperlink rule of thumb:
Never log into an account from a link sent to you in an email or text!

Instead, open a fresh tab or window, go directly to the site, and login 
from there.









Hyperlinks: Trash before slash!
● The cybercriminal can buy a new 

domain that mimics a real one, 
for example:

www.google.com.info/login

spotify.com.home/favorite

bankofamerica.us.com.webapp/





Hyperlinks: there’s another link in the link!



How can you check 
a link you’re unsure 
about, without 
clicking on it? 

Thanks to Elle at Jane’s Due 
Process for this screenshot!



Tool: urlscan.io



Subject: Red Flags
● Is the subject line unrelated to the email? 
● Is the subject line misspelled? 
● Does it convey an urgent event that is out of context for that sender?
● Does it start with RE: but you’ve never talked to that person or about 

that topic before? 
● Is it a forwarded (FW:) email you aren’t expecting or from someone 

you don’t know?



Attachments: Red Flags

Unless you expected an attachment, an 
attachment is always a red flag!!
● Does the attachment file type make sense in relation to the email?
● Are you instructed to enable editing or otherwise take action with the 

document? 



Attachment: instruction to unlock content

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/

https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/


Attachments: Example



Email compromise: sent to all contacts



Email compromise: attachment sent to all contacts



Content: Red Flags
● Does the email threaten negative consequences?
● Does the email promise a reward or monetary gain?
● Is grammar and spelling off? 
● Does the sender ask you to click a link or open an attachment?
● What does your gut say? 
● Does the email ask you to look at something compromising or 

embarrassing? 



What to do if you suspect phishing: 
The next few slides contain screenshots of a security researcher who 
suspects his mother has received a phishing email. He walks through a 
few steps to verify if the email is real!



What to do if you suspect phishing: 











This stuff is hard & 
confusing, even for 
experts!

Moral of the story:



We’ll never be able to detect 
every phishing email, unless we 
verify every single email we 
receive. 



Prevent phishing: 
● Change norms: Reaching out to a peer organization or colleague to 

confirm the email is both appropriate and effective.
● Keep your email private. 

○ Spear phishers scrape emails from websites so keep your email off your website, 
workplace’s website, and social media accounts. 

● If you get an email or text asking you to log in to a site, don’t click the 
link! Open a new tab and log in directly on the site.

● Slow down!
● Trust your gut.
● Learn to recognize the signs and always double check for them...



If you suspect phishing
● DO NOT CLICK!

○ Do not click on links!
○ Do not open attachments!
○ Do not enable editing!
○ If you haven’t already, don’t open the email!

● If it’s (supposedly) from someone you know:
○ Text or call to verify

● If it’s from someone you don’t know:
○ Forward it to a manager, security, or IT support person at work!



If you do click and realize something is 
wrong...
● Tell someone else at your organization immediately!

○ Even if it looks like nothing bad happened, attackers can be carrying out malicious 
activity in the background like…
■ Sending spam emails from your account
■ Reading/monitoring your email
■ Changing details on your account

● Monitor your account’s activity
○ Check the access logs
○ Check sent & deleted messages
○ Check for forwarding rules

● Change your password!



Key takeaway: 
 
If an email is requesting money, asking you 
to open an attachment, or click a link, slow 
down & verify the authenticity! 


